Track 1: Big Tex

This schedule is subject to change.

Track 2: Lil Tex Track 3: Balcones

8:00 Registration

8:45 Opening remarks {Matt Pardo}

9:00 Adapting to the future: The role of humans in the age Scanning Docker images for fun and compliance Validating EDR with Atomic Red Team automation

9:30 of Al {Damon Small & Jeremy Arthur} {David Ochel & Natalia King} {Alex Malone}

10:00 Mind the gap: Are your security controls effective? Getting MAAD-AF to attack Microsoft Cloud Why spoof, when you can own? {Domenic Lutz}
{Shannon (Pfohl) Williams} {Arpan Abani Sarkar}

10:30 Do you know where your secrets are? Exploring the Reducing alert fatigue with container scans: Correlate,
problem of secret sprawl and secret management prioritize and filter based on usage {Kiran Kamity}
maturity {Dwayne McDaniel}

11:00 Hacking remote interviews {Will Baggett} Containing smishing incidents: You won't always havea | A journey from Alert(1) to P1 (Cat Pic Graffiti and

11:30 MDM {Dan Schmidt} Phishing Payloads) {Cary Hooper}

12:00 Lunch break: No session Bypassing client-side posture checks: Patch and hook Mitigating the malvertising attack vector using open

your way to network access {Nick Powers} source Privoxy {Robert von Klemme}

12:30 Cloud-focused phishing techniques to bypass FIDO2 and | Lunch break: No session
WebAuthn {Bryce Kunz}

1:00 Protecting what matters: Entity driven security Don't let your Roomba sell your bank login: Deploying Lunch panel
{Kyle Derevyanik & Tammy Truong} endpoint monitoring in the family abode

1:30 .

{Jonathan Stines}

2:00 ML classification: Marvelous universe of models DiscoveraBLE: Bluetooth Low Energy tech basics and Hook, line, & cyber: A fisherman’s guide to building a
{Orlando Barrera II} engagement {Pearce Barry} Security Operations Center {Nick Gipson}

2:30 Network scanning in the era of loT / OT: Challenges and

solutions {Huxley Barbee}

3:00 Trending cloud security threats, and defenses DevSecOps program architecture {Gideon Rasmussen} From honeypots to hunt-a-pots: Tracking the trails of

3:30 {Gabe Schuyler} adversaries {Nick Roy}

4:00 Break before wrap-up Break before wrap-up in Big Tex Break before wrap-up in Big Tex

4:15 Wrap-up announcements and prizes: Must be present to win these giveaways! {Big Tex}




